Approved For Release 2008/12/08 : 

I ^ 


CIA:RDP89B00236R0002001200_01-8 

October 07, 1983 


COMMITTEE DRAFT REPORT ON S. 1324 -- CONTENTS 


Purpose 3 

Amendments 4 jSj 

Committee Action • lA 

History of the Bill 16 

Cenor.'il Slntcmont 25 

Introduction and Overview 25 

Benefits of S. 1324 ..27 

Findings and Purposes. 35 

Actions to Improve CIA Responsiveness 38 

Historians A3 

Judicial Review A 5 

Sect ion-by-Sect ion Analysis 47 

Section 701 ..... . ^ . .....47 

Sec. 701(a) -- Standards for Designation 48 

Proviso Regarding Disseminated Inf ormat ion . . . 54 

Proviso Regarding Special Activities 57 

Proviso Regarding Improprieties 61 

Sec. 701(b) 67 

Sec. 701(c) -- First Person Requests ..68 

•Vi Sec. 701(d) fr: , 70 

Sec. 701(e) (1) 71 

Sec. 701(e)(2).... 74 

Position of the Administration 75 

Cost Estimate of Congressional Budget Office 77 




Table of Contents 78 

Effective Date 79 


Table of Contents 78 

Effective Date 79 



Approved For Release 2008/12/08 : CIA-RDP89B00236R000200120001-8 • 


Approved For Release 2008/12/08 : CIA-RDP89B00236R000200120001-8 



INTELLIGENCE INFORMATION ACT OF 1983 


MR. GOLDWATER, for the Select Committee on Intelligence, 

submitted the following 

REPORT 

[To accompany S. 132A] 

The Select Committee on Intelligence, having considered 
(S . 1324), a bill to amend the National Security Act of 
1947 to regulate public disclosure of information held by 
the Central Intelligence Agency, reports favorably with 
amendments and recommends that the bill as amended do 
pass . 
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PURPOSE 

The purpose of S. 132A, as reported, is to relieve the 
Central Intelligence Agency (CIA) from undue burdens of 
searching and reviewing certain operational files for 
information in response to Freedom of Information Act 
requests and thereby enable the Agency to respond to other 
requests under the Act in a more timely and efficient 
manner. 
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AMENDMENTS 

That this Act may be cited a the "Intelligence 
Information Act of 1983". 

FINDINGS AND PURPOSES 
Sec. 2(a) The Congress finds that -- 

(1) the Freedom of Information Act is 
providing the people of the United States with 
an important means of acquiring information 
concerning the workings and decisionmaking 
processes of their Government, including the 
Central Intelligence Agency; 

(2) the full application of the Freedom 
of Information Act to the Central Intelligence 
Agency is, however, imposing unique and serious 
burdens on this agency; 

(3) the processing of a Freedom of Informa- 
tion Act request by the Central Intelligence 
Agency normally requires the search of numerous 
systems of records for information responsive 

to the request; 

(4) the review of responsive information 
located in operational files which concerns 
sources and methods utilized in intelligence 
operations can only be accomplished by senior 
intelligence officers having the necessary 
operational training and expertise; 
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(5) the Central Intelligence Agency must 
fully process all requests for information, even 
when the requester seeks information which clearly 
cannnot be released for reasons of ..national 
security; 

(6) release of information out of operational 
files risks the compromise of intelligence sources 
and methods; 

(7) eight years of experience under the 
amended Freedom of Information Act has demonstrated 
that this time-consuming and burdensome .search and 
review of operational files has resulted in the 
proper withholding of information contained in 
such files. The Central Intelligence Agency 
should, therefore, no longer be required to expend 
valuable manpower and other resources in the search- 
and. review of information in these files; 

(8) the full application of the Freedom of 
Information Act to the Central Intelligence Agency 
is perceived by those who cooperate .with the United 
States Government as constituting a means by which 
their cooperation and the information they provide 
may be disclosed; 

(9) information concerning the means by which 
intelligence is gathered generally is not necessary 
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for public debate on the defense and foreign 
policies of the United Statesj but information 
gathered by the Central Intelligence Agency 
should remain accessible to requesters, subject 
to existing exemptions under law; 

(10) the organization of Central Intelli- 

r ■ 

gence Agency records allow the exclusion of 
operational files from the search and review 

requirements of the Freedom of Information i 

Act while leaving files containing information 
gathered through intelligence operations, 
accessible to requesters, subject to existing 
exemptions under law; and 

(11) the full application of the Freedom 
of Information Act to the Central Intelligence 
Agency results in inordinate delays and the 
inability of these agencies to respond to 
requests for information in a timely fashion. 

(b) The purposes of this Act are -- 

(1) to protect the ability of the public 
to request information from the Central Intel- 
ligence Agency under the Freedom of. Information 
Act to the extent that such requests do not 
require the search and review of operational 
files; 
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(2) to protect the right of individual 
United States citizens and permanent resident 
aliens to request information on themselves 
contained in all categories of files of the 
Central Intelligence Agency; and 

(3) to provide relief tb the Central 
Intelligence Agency from the burdens of 
searching and reviewing operational files., 
so as to improve protection for intelligence 
sources and methods and enable this agency to 
respond to the public's requests for informa- 
tion in a more timely and efficient manner. 

Sec. 3(a) The National Security Act of 1947 

is amended by adding at the end thereof the following 
new title: 

TITLE VII -- RELEASE OF REQUESTED INFORMATION TO 

THE PUBLIC BY THE CENTPAL INTELLIGENCE AGENCY. 
"Designation of Files by the Director of Central 
Intelligence as Exempt from Search, Review, 
Publication, or Disclosure 

"Sec. 701(a) In furtherance of the responsi- 
bility of the Director of Central Intelligence to 
protect intelligence sources and methods from un- 
authorized disclosure as set forth in section 
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102(d)(3) of this Act (50 U.S.C. 403(d)(3)) and 
section 6 of the Central Intelligence Agency Act 
of 1949 (50 U.S.C. 403g) , operational files located 
in the Directorate of Operations, Directorate for 
Science and Technology, and Office of Security of 
the Central Intelligence Agency shall be exempted 
from Che provisions of the Freedom of Information 
Act which require publication or disclosure, or 
search or review in connection therewith, if 
such files have been specifically designated by 
the Director of Central Intelligence to be -- 
”(1) files of the Directorate of 
Operations which document foreign intelli- 
gence or counterintelligence operations or 
intelligence or security liaison arrange- 
ments or information exchanges with foreign 
governments or their intelligence or 
security services; or 

"(2) files of the Directorate for 
Science and Technology which document the 
means by which foreign intelligence -or 
counterintelligence is collected through 
scientific and technical systems; 

"(3) files of the Office of Security 
which document investigations conducted to 
determine the suitability of potential foreign 
intelligence or counterintelligence sources; 
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Provided, however, That nondesignated files which 
may coritain information derived or disseminated 
from designated operational files shall be subject 
to search and review. The inclusion of information 
from operational files in nondesignated files shall 
not affect the designation of the originating 
operational files as exempt from search, review, 
publication, or disclosure: Provided further,. That 
the designation of any operational files shall not 
prevent the search and review of such files for 
information concerning any special activity t'he 
existence of which is not exempt from disclosure 
under the provisions of the Freedom of Information 
Act or for information reviewed and relied upon in 
an investigation by the intelligence committees of 
the Congress, the Intelligence Oversight Board, 
the Office of General Counsel of the Central Intelli- 
gence Agency, the Office of Inspector General of the 
Central Intelligence Agency, or the Office of the 
Director of Central Intelligence for any "impr opr iety , 
violation of law. Executive Order, or Presidential 
directive in the conduct of an intelligence activity. 
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”(b) The provisions of this section shall 
not be superseded except by a provision of law 
which is enacted after the date of enactment of 
this section and which specifically cites and 
repeals or modifies its provisions. 

"(c) Notwithstanding subsection (a) of this 
section, proper requests by United States citizens, 
or by aliens lawfully admitted for permanent 
residence in the United States, for information 
concerning themselves, made pursuant to the Privacy 
Act of 1974 (5 U.S.C. 552a) or the Freedom of 
Information Act (5 U.S.C. 552), shall be pro- 
cessed in accordance with those Acts. 

"(d) The Director of Central Intelligence 
shall promulgate regulations to implement this 
section as follows: 

"(1) Such regulations shall require 
the appropriate Deputy Directors or Office 
Head to: 

(A) specifically identify categories" of files 
under their control which they recommend for 
designation; 

(B) explain the basis for their recommenda- 
tions; and 
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(C) sec forth procedures consistent with Che 
statutory criteria in subsection (a) which 
would govern the inclusion of' documents in 
designated files. Recommended designations, 
portions of which .may.be classified', shall 
become effective upon written approval of 
Che Director of Centr.al Intelligence. 

"(2) Such regulations shall further provide 
procedures and criteria for the review of each 
designation not less than once every ten years 
to determine whether such designation ma-y be 
removed from any category of files or any portion 
thereof. Such criteria shall include considera- 
tion of the historical value or ocher public 
interest in the subject matter of the particular - 
category of files or portion thereof and the 
potential for declassifying a significant part 
of the information contained therein. 

"(e)(1) On the complaint under section 552 
(a) (^) (B) of title 5 that the Agency^ has improperly 
withheld records because of improper designation 
of files or improper placement of records solely 
in designated files, the court's review shall be 
limited to a determination whether the Agency 
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regulations implementing subsection (a) conform 

I 

to the statutory criteria set forth in that 
subsection for designating files unless the 
complaint is supported by an affidavit, based 
on personal knowledge or otherwise admissable 
evidence, which makes a pr ima facie showing, 
that (A) a specific file containing the records 
requested was improperly designated; or (B) the 
records requested were improperly placed solely 
in designated files. If the court finds a or ima 
facie showing has been made under this subsection, 
it shall order the Agency to file a sworn response, 
which may be filed _rn camera and ^ parte , and 
the court shall make its determination based upon 
these submissions and submissions by the plaintiff. 

If the court finds under this subsection that the 
Agency's regulations implementing subsection (a) of 
this section do not conform to the statutory 
criteria set forth in that subsection for designa- 
ting files, or finds that the Agency has improperly - 
designated a file or improperly placed records 
solely in designated files, the Court shall order 
the Agency to search the particular designated 
file for the requested records in accordance with 
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the provisions of the Freedom of Information 
Act and to review such records under Che exemp- 
tions pursuant to section 552(b) of title 
5. If at any time durinp, such proceedings the 

JSS- 

CIA agrees to search designated files for the 
requested records, the court shall dismiss the 
cause of action based on this subsection. 

"(e)(2) On complaint under section 552(a) 

(4) (B) of title 5 that Che Agency has improperly 
withheld records because of failure to comply 
with the regulations adopted pursuant to sub- 
section (d)(2), Che Court's review shall be 
limited to determining whether the Agency 
considered the criteria set forth in such 
regulations." 

(b) The table of contents at the beginning of such 

Act is amended by adding at the end there of the following; 

"TITLE VII--RELEASE OF REQUESTED INFORMATION TO 
THE PUBLIC BY THE CENTRAL INTELLIGENCE AGENCY 

"Sec. 701. Designation of files by the Director of Central 
Intelligence as exempt from search, review, publica- 
tion, or disclosure". 

Sec. 4. The amendments made by section 3 shall be 
effective upon enactment of this Act and shall apply with 
respect to any requests for records, whether or not such 
request was made prior to such enactment, and shall apply 
to all cases and proceedings pending before a court of the 
United States on the date of such enactment. 
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COMMITTEE ACTION 

On October 4, 1983, the Select Committee on Intelligence, 
a quorum being present, approved the bill with an amendment 
and ordered it favorably reported by a unanimous vote. 

The purpose of the amendment adopted by the Select Com- 
mittee has been to clarify the legislative intent and to 
provide greater assurance that the bill will be implemented 
in accordance with the legislative intent. The third purpose 
of the Act as stated in section 2(b)(3) is revised to express 

v 

the intent to improve protection for intelligence sources 
and rnethods. 

Other changes are made in a new section 701 to be added 
by the bill to the National Security Act of 1947. First, 
criteria for designation of operational files by the Director 
of Central Intelligence are specified more precisely for 
each affected CIA component -- the Directorate of Operations, 
the Directorate for Science and Technology, and the Office of 
Security. Second, additional language in the second proviso 
to section 701(a) preserves access for search and review of 
information in designated operational files that was reviewed 
and relied upon in official investigations for impropriety or - 
illegality in the conduct of an intelligence activity. Third, 
a new subsection (d) is added to require the promulgation of 
regulations by the Director of Central Intelligence to 
implement section 701. These regulations have two separate 
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purposes. The regulations under subsection (d)(1) require 
the appropriate Deputy Directors or Office Head to identify 
categories of files recommended for designation, explain 
the basis for their recommendation, and' set forth criteria 
governing the inclusion of documents in designated files. 

The regulations under subsection (d)/(2) provide procedures 
and criteria for the review of designations at least once 
every ten years to determine whether the designation may 
be removed from a category of files or portion thereof. 

Such criteria are to include consideration of the historical 
value or other public interest in the subject matter of the 
particular file or category of files and the potential for 

declassifying a significant part of the information contained 

• ^ 

therein. 

The final change in section 701 is the addition of a new 
subsection (e) establishing procedures for judicial review. 

The procedures under subsection (e)(1) apply to cases of 
alleged improper withholding of records because of improper 
designation of files or improper placement of records solely 
in designated files. The procedures under subsection (e)(2) 
apply to cases of alleged improper withholding of records 
because of failure to comply with the regulations adopted 
under subsection (d)(2) for periodic review of file designations. 

A more detailed explanation of each of these changes in 
the proposed section 701 is contained in the section-by-section 
analysis of this report. 
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HI STORY OF THE BILL 

Concern over Che burdens imposed on intelligence agencies 
under Che Freedom of Information Act (FOIA) is not new. Congress 

consid^ered the FOlA's impact on the Central Intelligence Agency 

" / 

as 1977, three years after Che Act was amended to 
provide for ^ novo review of the withholding of classified 
information. . . 

In September, 1977, the Subcommittee on Administrative 
Practice and Procedure of the Senate Judiciary Committee heard 
CIA officials testify about the effects of the 1974 amendments 
oh the Agency. Acting CIA Director John F. Blake,- who was 
chairman of the CIA's Information Review Committee, stated that 
the 1974 amendments had "constituted a somewhat traumatic 
experience” and had "required a considerable adjustment in 
attitude and practice." He added, "We have been able to make 
the necessary adjustments. I am pleased to report Chat, in 
fact, I think the Agency is better off for it."^ 

■ 96th Congress 

By 1979, however, CIA's position changed. Testifying 
before the House Intelligence Committee, Deputy Director of 
Central Intelligence Frank Carlucci declared that "the total 


Freedom of Information Act , Hearings before Che Subcommittee 
on Administrative Practice and Procedure of the Committee on 
the Judiciary, United States Senate, 95ch Cong., Ist Sess. 
(1977), p. 69. 
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application of public disclosure statutes like FOIA to Che 
CIA is seriously damaging our ability to do our job." I ^ U< . 
Carlucci did not seek total exemption from FOIA for the 
CIA. Instead, he proposed an exemption for certain designat- 
ed operational files, with a provision allowing U.S. citi- 
zens and resident aliens to continue to use FOIA to obtain 

•| !/•-/. 

information about themselves. Carlucci described this 

approach as "fully consistent with the spirit and letter of 

national security exemptions already in the Freedom of 

2 

Information act." 

This CIA proposal was included as Section 3 of S. 2216, 
introduced in the 96th Congress by several Members, including 

* j 

Senators Moynihan, Wallop, Jackson, and Chafee of the Select 
Committee on Intelligence. A similar provision was included 
as Section A21(d) of S. 2284, the National Intelligence Act-of 
1980, introduced in the 96th Congress by Senators Huddleston, 
Mathias, Bayh, and Goldwater. The bills differed in that 
S. 2216 would have exempted designated files of all U.S. intel- 
ligence agencies, while S. 2284 would have exempted designated 
files of^CIA only. 


I 

Impact of the Freedom of Information Act and the Privacy 
Act on Intelligence Activities , Hearing before the Subcommit 
tee on Legislation of the Permanent Select Committee on 
Intelligence, House of Representatives, 96th Cong., 1st 
Sess. (1979), pp. 3, 7, 162. 
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During hearings on S. 228A, Director of Central Intelli- 
gence Stansfield Turner stated the Carter Administration's support 
of the wider scope of S. 2216. However, the Carter Administration 
subsequently supported a different proposal by the Department 
of Justice which would have permitted the CIA to exempt by Agency 
certification certain types of information from disclosure 
with no judicial review. This proposal, H.R. 7056, was introduced 
by Rep. Richardson Preyer. 

Numerous witnesses testified for and against these various 
proposals during Senate and House Intelligence Committee hearings 

3 

on the National Intelligence Act of 1980. However, no action 
was taken on any of these measures in the 96tb Congress. 

97th Congress 

In 1981 Senators Chafee and Goldwater introduced S. 1273, 
a bill identical to the CIA's original proposal previously con- 
sidered as Section 3 of S. 2216. It would have allowed the 
Director of Central Intelligence to designate as exempt from 
search and review, publication or disclosure, those files 
maintained by any U.S. intelligence agency which fell within 
certain operational categories. Admiral Bobby R. Inman, then 

ir~ — : ^ 

National Intelligence Act of 1980 , Hearings before the 
Select Committee on Intelligence, United States Senate, 

96th Cong., 2d Sess. (1980).; H.R. 6588 , The National 
Intelligence Act of 1980 , Hearings before the Subcommit- 
tee on Legislation of the Permanent Select Committee 
on Intelligence, House of Representatives, 96th Cong., 2d. 
Sess. (1980). 
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y Director testitied at an open hearingj July 21, 
before the Senate Intelligence Committee. His testi- 


mony stressed the unique problems the FOIA places on intel- 
ligence agencies which operate under compar tmented records 
systems and restricted access to records based on a ’’need to 
know" principle. In addition, CIA expressed concern that 
reviewing documents responsive to an FOIA request frequently 
requires the time and expertise of trained intelligence 
officers who would otherwise be focusing on current intelli- 
gence requirements. Other arguments for relief were CIA's 
large amount of FOIA litigation, the risk of court-ordered 
disclosure of classified information, the possibility of 
human error in release decisions and processing, and foreign 
perception that the United States Government 
maintainj^^ the confidentiality of the informa- 
tion entrusted to it. In his written statement, Admiral 
Inman expressed the view that while partial relief via the t 
file designation process was a "promising approach" which 
"would have a major positive impact," only a total exclu- 
sion of CIA's records from the requirements of the FOIA 
could resolve all the problems caused by the Act. 
v^^^Other witnesses included General Faurer, Director of the 
National Security Agency, General Larkin, Director of the 
Defense Intelligence Agency, and representatives of the news 
^ media, civil liberties groups, and historians. 

\ Representatives of groups opposed to the legislation 

testified that valuable information had been released through 
the FOIA process, and the public interest in receiving 
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such information outweighed any burdens in complying 

/ 

with the Act. The witnesses emphasized that current FOIA 
exemptions (b)(1), protecting classified informa t ion^and, 

(b) (3)^ protect ing information specifically covered by other 
statutes, e . g . , intelligence sources and methods, were 
adequate to meet CIA's needs. ^ However, 


Court of Appeals/ /T.A/r' ^ 

Sims V. CIA, 642( ) 

1 9A 5 — y. 

II), , i 


Sims 


Untsil two U.S. District of Columbia 
deers ions in a relateti FOIA matt/r, 

5^ (D.C. Cir. 198)) and Sim/ v. CIA , Nos 

82-19^ (D.C. Cir. Ju le 10, 19^ ) , ( Sims I a" 

the rel\ance on the Director ol Central Int^ligence ' s 
ability \o protect sources and methods und/r the (b) 
(3) exemption was wel .-found/d . Howevery the S ims 
decisions threaten th^ Direq/tor's stat^ory duty 
50 U.S.C. §NA03(d) (3) 
and, in doin^so, impa 


agencies ability to 

Rather than acedpting 
istory of 50 U.^C. 
judsLMally createa\^a 
an indlAU^ual ' s id^t 
source: , a co 

tion an indivfdu^ p 
court must 
J ' r eA &orrab'Tv b e 1 &i 
teeing the conffd'e’ 
The Sims court^' sa 
between the agenc 


under 

to protect soundes and methods 
ir t/e CIA ar^'^other intelligence 
theiy neededyintelligence. 


sufficient yALo maintain 

This teg^ impos/s a di 
issues/poss ibly/years a' 
disiygards some of the 
gathering sucly as task 


thd plain' language and legislative 
03(dy(3), the Sims courts 
-pp-dng test to determine whether 
y ys protected as an intelligence 
g/inust look at the kind of informa- 
V i d ed _t he . Ageticy -and— aecorfd"; a~“ 

'■"that “kind of information could 

to be obtain[ed] without guaran- 
to the individual provider. 
atNfiV'ej^a specific agreement 
^urcVs4^s not necessarily 


formation al^ady acquired in ord 
source's rel/ability ana access, 
source prov^es informatiion about a 
this same information ccmncidentally 
someone elsje to a newspaper? 


Indent ii 

Itrict dourt's judgment of these 
ter th^ event. It^totally 
asic ru^s of interligence 
g a new ^urce to provide in- 
to test the new 
at if a high level 
preign country and 
also leaked by 


Sims I and/ll make the passage of this l^islation all 
the more necessary . 
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the witnesses did not rule out the possibility of a more 
carefully and narrowly framed hucusUTT to relieve some of 
the burdens on the CIA. For example, Mark Lynch of the 
American Civil Liberties Union suggested adopting "a random 
sample procedure" to alleviate document-by-document review 
in response to requests on extremely sensitive subjects. 
Without amending FOIA itself, the courts could use such a 
procedure when "no information or very little information" 
on a subject could actually be released. Recognizing the 
CIA's special personnel and resource problems, Mr. Lynch 
urged "a careful and construct ive^pproach ... to examining 
the administrative procedure to see if it cannot be stream- 
lined" before turning to a legislative solution. 

On November 24, 1981, Admiral Inman testified in closed 
session before the Select Committee regarding the Freedom of 
Information Act's impact on the CIA's ability to collect 
intelligence and to maintain its relationships with friendly 
intelligence services. The purpose of this hearing was to 
examine specific examples of damage that could not be 
discussed in open session. Admiral Inman stated that 
the "real damage" was not the personnel and resource burden 
or releases due to administrative error. Instead, he 




Intelligence Reform Act of 1981 ,. Hearing Before the Select 
Committee on Intelligence, United States Senate, 97th Cong., 
1st Session. (1981), see esp. pp. 16-17, 44-48, 67. 
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emphasized the damagej in terms of "lost collection opportu- 
nity” vjhere both individuals and foreign governments have 
been reluctant to provide information to CIA. He cited 
particular cases of CIA responses where, even chough no 
documents were released, sensitive information appeared to 
be disclosed. This occurred because the CIA in certain cases 
could not classify Che fact chat it possessed documents 



on a particular subject. The Agency's mer ^ Ackn owledgement 

^ 

of possessing documents on a subject was^^haracter ized by 
Che press as confirmation of controversial alleged CIA 
activity. Such inferences were almost always erroneous, but 
individuals' and governments' confidence in the CI-A's 
ability to maintain secrecy was undermined. 

At the closed hearing, Admiral Inman repeated his testimony 
favoring a "total exemption" as the only way to "restore confi- 
dence of the foreign intelligence sources and other [s] who would, 
collaborate with us ... that they are not running a risk ... in 
providing information to us ...." He added that, if a total 
exemption were impossible, "certainly one that at least limits 
the scope of the cases ... would be a substantial improvement 
over the situation in which we find ourselves." 

No further legislative action occurred in connection with 
S. 1273 in the 97th Congress. 

98th Congress 

Senator Goldwater, Chairman of the Select Committee, 
introduced S. 1324, . the Intelligence Information Act of 
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1983 on May 18, 1983. yj^arings were held on June 21 and 28, 
1983. At the June 21 hearing. Senator Strom Thurmond, 
Chairman of the Judiciary Committee and' co-sponsor of S. 

132A, testified in support of the legislation. He was 
followed by CIA Deputy Director John M. McMahon and other 
senior CIA officials including Deputy General CounselJ^rnest 
Mayerfeld, Deputy Director for Operations John Stein, Deputy 
Director for Science and Technology Evan lj,^neman, D ctor 
of Security William Kotapish, and the Chief of the Informa- 
tion and Privacy Division, Larry Strawderman. Mr. McMahon 
urged enactment of S. 1324 as a carefully balanced, effort 
to benefit both CIA’s intelligence mission and the public's 
access to government information. He stated that the bill 
"will send a clear signal to our sources and to those we 
hope to recruit that the information which puts them at risk 
will no longer be subject to the [FOIA] process." At the 
same time, he emphasized that the "public would receive 
improved service from the Agency under the FOIA without any 


meaningful loss of information now released under the 
Act." - ' 




At the hearing on June 28, 1983, S. 1324 was endorsed 
by Major General Richard Larkin, President of the Associa- 
tion of Former Intelligence Officers, and two members 
of the.^B?r, University of Virginia Law Professor John 

yCCot/u>> 
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Durin)’, DopuLy Director McM.ihon ' s testimony, members 
of the Select Committee asked whether the bill might be a 
prelude to later requests for broader exemption from the FOIA 
for the intelligence community. Deputy Director McMahon 
replied that the CIA recognized ”it cannot have total exemption 
and must seek something that protects our sources, yet at the 
same time lives with the spirit and the intent of Freedom of 
Information." The Chairman also described his communication 
with the President in which the President had indicated his 
support for this approach. The CIA subsequently advised the 
Committee that the Administration "has no intention to seek 
additional FOIA relief for the Agency." 




Approved For Release 2008/12/08 : CIA-RDP89B00236R000200120001-8 


Approved For Release 2008/12/08 : CIA-RDP89B00236R000200120001-8 

A -24- A 


Norton Moore, and former Associate Attorney General John 
Shenef ield . Mary Lawton, Counsel for Intelligence Policy 
in the Department of Justice, expressed "wholehearted 
support" for S. 1324 and indicated that the Department 
considered it appropriate to consider the CIA exemption "as 
separate and distinct from efforts to secure Government-wide 
amendments to the Freedom of Information Act itself." 

Mark Lynch of the ACLU stressed three key principles that 
would prevent any meaningful loss of information currently 
available: (1) "all gathered intelligence" would continue to be 

subject to search and reviewf (2) U.S. citizens and permanent 
resident aliens could still use FOIA to request information 


concerning themselvesf covert action operations (or 

N 

"special activities") would continue to be accessible if^their 
existence can be disclosed under the FOIA^' 

Othel^wi t^es^es we«r^e Charleses. \Ro^, edito\ &nd y^-mublcrsher 


of the Frederisiolcsburg, Virg^ia, Fre^I>^^e Star, be^ifyiV 
on behalf of /xhai^mer ican Nwsp^er/Pub^^ers Ass^cia^o^ 


At the time of the hearing, the ABA had not taken a 
a stand on a proposed FOIA Resolution. Subsequent to 
the hearing, on August 3, 1983, the ABA adopted a 
Resolution calling for "significant relief from the 
FOIA for the intelligence agencies," limiting judicial 
review in FOIA to "determining whether there is non- 
frivolous certification ... that the material has been 
properly classified," and a specific exemption for 
sources and methods. The ABA resolution also encouraged 
intelligence agencies to "experiment with modifications 
in current administrative practices for handling FOIA 
requests. 


Approved For Release 2008/12/08 : CIA-RDP89B00236R000200120001-8 



Approved For Release 2008/12/08 : CIA-RDP89B00236R000200120001-8 


Insert , 


p . 




and (A) information relevant to investigations of illegal 
or improper intelligence activities would be subject to 
search and review, even if the information were located in 
operational files 


/ 
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Mr. Lynch went on to state, however, that the ACLU could not 
supporl Iho bill wil-hout certain amendments. Essential^ nmondmf!ntrj> 
in his view, were^-^ JLW FOIA requests for m-i<nrVi1 rwr 

operations that had been the subject of "abuse” investigations and 
laaiiiligl'ii judicial review of whether a file has been improperly 
characterized as an operational file. 

The press was represented by Charles S. Rowe, editor and 
co-pubiisl»er of the I’redcricksbury , Viryinia, J'’i:cc-1..uk:c‘ .Star, 
testifying on behalf of the American Newspaper Publishers Association, 
and Steven Dornfeld of Knight-Ridder Newspapers, National President 
of the Society of Professional Journalists. These witnesses seconded— 
the concerns raised by the ACLU and emphasized the importance of 
obtaining specific commitments from the CIA regarding improved 
servicing of FOIA requests. 

Dr. Anna Nelson, Professor of History at George Washington 
University, testified on behalf of the National Coordinating 
Committee for the Promotion of History. *^Dr. Nelson called for 
narrower definition of "operational files," a time limit on the 
duration of an operational file's designated status, and clarif icatior. 
of the bill’s intent regarding policy memoranda and intelligence 
disseminated outside of designated files. 
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After the public hearings, members of the Committee 
formulatcc] fo ur principal modifications to the bil 
con 





some o7 the other wi tncsses 
concern about the need to specify more 
clearly the standards for designation of operational files, 
bill language was revised to establish criteria for 
designation of files in each of the three affected CIA 
components. Access to information relevant to invpRi-i gat-i 
of alleged illegal or improper intelligence activities was 
assured by adding a new proviso to the bill. In addition, 
a new section diraffecd provid i for review of file 

designations at least every ten years in order to permit 
removal of file designations based on the historical value 
or other public interest in the materials. Finally, " 

provision was made for judicial review in cases of alleged 
improper file designation or improper placement of documents 
solely in designated files. The Chairman incorporated all 
these revisions in, an amendment in the nature of a substitute, 
which was adopted by the Select Committee on October 4, 1983. 
The amended bill was approved < unanimously thereafter. 
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The Committee also determined that enactment of this bill 
would improve the timeliness and efficiency of CIA responses 
to requests for information tinder the FOIA. 



I 
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segre^able item.” This procedure requires almost every 
sentence, certainly every paragraph, have a written explana- 
tion ^o^f^_tjie^^cl^a^i^^ exemption. 

The Committee examined in depth how the search and 
review process works at CIA. The essent i al „ features of that 
process were described by CIA officials in Che public 
hearings. The Committee received additional briefings, most 
at CIA Headquarters where presence at the physical location . 
illuminated Che oral explanations of Che file system. 

CIA records are maintained in numerous self-contained 
file systems^wich access to these systems limited to indi- 
viduals having a legitimate need for access. Therefore, a 
search for documents responsiVe to an FOIA reouest can 
involve many separate file systems. This is especially true 
for documents stored in operational files which contain 
details of source relationships an^^S^i^'fl^ecf^ntelli- 
gence-gathering techniques. Broad FOIA requests penetrate 
this compartment at ion, as the mere. act of searching for 
ita ILI tlKfclisea tne entirfe f il : 


responsive dataVtfL li^sses the ent irfe filing system. Once 
responsive documents are compiled, they must be reviewed by 
experienced intelligence officers, often an officer assigned 
to current substantive intelligence duties. Only an indi- 
vidual with the necessary training in intelligence and 



^ rrinr of present and past operat ions/ can 

make the final, critical judgment^ which information can 


U-- 
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This bill is also crucial from a national security perspec- 
tive because it w i 1 1 |j l u ?i V l L intelligence 
sources and Hir^^ligence sources can be assured that 



under S. 1324 records identifying them and describing their 
secret activities will-not be subject to search and review under 
the FOIA. Deputy Director of Central Intelligence John N. 

McMahon testified that the bill "will do away with the perception 
that a number of our sources have that they are threatened 
because of the present FOIA." He explained that the CIA's 
sources "will know that their identities are not likely to be 
exposed as a result of a clerical error and they will know that 

the same information will be handled in a secure and compartment- 

1 

ed manner and not be looked at by people who have no need to know 
the inf ormat ion. "#^"'*'^Depu^ Director for Operations John Stein 
agreed with this assessment and stressed the need to preserve 
"one of the cardinal rules of the intelligence business, namely 
the compar tmentat ion of its information." 

In considering this bill, the Committee balanced the bene- 
fits of an informed public with the national security needs’ for 
an effective intelligence service. Since the 1974 FOIA amend- 
ments, a substantial amount of information has been released to 


i f 





See f.n 
t ion 
jeo 


:y to protect sources and methods. 
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the public by the CIA as a direct or indirect result of the 
Act. Several examples illustrate the scope of this information 
and its importance for public understanding of the workings 
and decision-making processes of Government. Portions of or 
complete copies of the Director of Central Intelligence Direc- 
tives issued from 1946 to 1976 have been released. These policy 
documents cover a wide range of- issues relating to the manage- 
ment, coordination, and general conduct of intelligence activi- 

1 

ties. Substantially complete texts of significant National ‘ { 

Intelligence Estimates have been declassified and released, 
including estimates relating to the October, 1962 Cuban missile 
crisis. Memoranda from the General Counsel to the Director 
on the legality of covert action operations have been made 
public. CIA documents on Director William Colby's efforts to 
forestall publication of news stories on the Glomar Explorer have 
been provided under FOIA , as have internal CIA studies of 
particular intelligence operations such as the Berlin Tunnel in 
the 1950s. 

CIA officials have recognized that, within the spirit of 
what Congress intended FOIA to do for the American people, 
the Agency does possess information which the public may legiti- 
mately inquire about. Deputy Director McMahon’s testimony re- 
affirmed categories which would remain subject to search and 
review: 
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(1) all intelligence disseminations, including . 
raw intelligence reports direct from the field; 

(2) all matters of policy formulated at Agency 
executive levels, even operational policy; 

(3) information concerning those covert actions 
the existence of which is no longer classified; 

(4) information concerning U.S. citizens and permanent 
resident aliens requested by such individuals about themselves 

(5) information concerning any Agency intelligence ' ^ 

activity that was improper or illegal or that was the subject 

of an investigation for alleged illegality or- impropriety. 

The acceptance by the Agency of the obligation to provide 
information to the public under FOIA is one of the linchpins 
of this legislation. The Act has played a vital part in rebuilding 
the American people's faith in their government, and particularly 
in’ agencies like the CIA that must necessarily operate in secrecy. 

In a free society, a national security agency's ability to 
serve the national interest depends as much on public confidence 
that its powers will not be misused as it does on the confidence 
of intelligence sources that their relationships with the CIA 
will be protected. 

The Committee believes that current FOIA requirements 
create greater burdens and risks for the CIA than is necessary to 
ensure full public access to significant information. But of 
equal importance to the Committee was that relieving CIA from the 
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search and review burden does not deny public access to release- 


able information. yhis is so because the charac^^r i^ics 
of CIA file system.y. p For example, certain ^/ATiies '57 e "^t h e 
repository for documents generated in the course of the conduct 


and ma nap. omen t of i nr el 1 i p cnro-p.a t her i np act ivi ties. Where theri 


is collection from human sources , ^documents concern development 
of potential sources, assessment of their value and likelihood of 
their their cooperation, arrangements to approach and contact 
Che individual, and a wide variety pf decisions and problems that 
may be involved in working with the source, such as determining 
compensation, testing bona f ides , and resettlement, after comple- 


tion of service. 


nistrative document! 


discuss maintenance 


of cover, development and use of clandestine communications 
methods, selection of personnel for hazardous assignments, 
evaluation of success and failure, and assessment of vulnera-. 
bilities of individuals and techniques. Virtually all of 
this information is highly sensitive and properly classified; 
most is strictly compartmented . It is Che type of information 
that has always been withheld from FOIA release by nilfeliui! exemp- 
tion (b)(1) for classified information •or exemption (b)(3) for 
information pertaining to intelligence sources and methods. 

^^J^j^^^vertheless , these operational files also contain other 

.information that may in some cases be releasable under FOIA. 

) 

>. One typical example is "raw” intelligence reports. Intelligence 


Approved For Release 2008/12/08 : CIA-RDP89B00236R000200120001-8 


Approved For Release 2008/12/08 : CIA-RDP89B00236R000200120001-8 

-32- 


information can be divided roughly into two categories; 

"finished" intelligence and "raw" intelligence. Finished 
intelligence is written by professional intelligence analysts 
to be read by policymakers. It ranges'^from National Intelligence 
Estimates coordinated among several agencies to research papers, 
studies, and regular publications all designed to convey assess- 
ments of intelligence av-ailabre. to. the President, the NSC, the 
State and Defense Departments, and other agencies. Finished 
intelligence is primarily the responsibility of the Directorate 
of Intelligence^ which stores all CIA finished reports in its files. 


Raw intelligence is the information provided by a CIA 

source and written to protect the source's identity in order to 
% 

disseminat^^o analysts and policymakers. Raw intelligence 
Jr^CS^inf ormat ion from other agencies form the basis for the 
finished intelligence reports written by analysts. 

rliT^^*~''y ^ p ni ■' ii-o finished intelligence 

which is stored mainly in the files of the Director of Intelli- 

•ffkicrf 

gence, raw intelligence reports are stored in^both the tH -e cot c g 
Intelligence*and ^pe rat ions> b»ire9-. 

A A 

Frequently, copies ot^aw intelligence reports will be 
included in the same file as operational materials on the 
handling of the source; and information contained in the raw 
report may also be mentioned in documents that directly concern 
the handling of the source. Therefore, an FOIA request for 
information on a subject contained in raw intelligence reports 
triggers a search of the files of both Directorates. 
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Suppose information in a raw report can be declassified 
and released without jeopardizing Che source. Under current 
FOIA requirements , CIA must search both the files on intelligence 
reports in Che Directorate of Intelligence and Che files on 
Che handling of the source in the Operations Directorate. 

In addition, the CIA must review not only the intelligence 
report, but also any documents concerning Che handling of the 
source that may include the same information. The result could be 
release of three substantially similar docments -- the declassi- 
fied report filed in the Directorate of Intelligence, a copy of 
the same report filed in the Operations Directorate, and a third 
operational document heavily edited to delete any sensitive 
information that might endanger the source while still releasing 
the information duplicating Che declassified intelligence report. 

This example illustrates how raw intelligence could still 
be located and reviewed for declassification with less risk 


to Che source and less delay in processing the request notwith- 
standing the exemptions in S. 1324. In this case the crucial 
feature of the CIA filing system is the practice of disseminating 
copies of raw intelligence r^orts for storage in the files of the 
Directorate of Intelligence. Under current FOIA requirements, a 
’"request^ of intelligence reports readily accessible through the 
Directorate of Intelligence must*waic until the longer search and 


LI the longer search and 


r«>view of Operations Directorate files is completed. ‘Even if ttn 

r ^ 

Footnote, p.^ 

See the sectional analysis of section 701(a) for a discussion 
of exertional cases where intelligence reports from vlr^ 

returned for storage solely in Operations 
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- of OpeL ' cC tr lauS" D ir cetoi: ' dte — filtjy ItJ 'iTiSniplyLtrd . Even if the 
request is limited to Directorate of Intelligence files, it must 
wait its turn behind previous requests "that involve search and 
review of Operations Directorate files."^ Exempting the duplicative 
operational files from search and review would expedite the process 
with no loss of access to the desired information. 

The same is true for information jon policy issues, including 
operational policy matters, considered at CIA executive levels by 
the Director and Deputy Director of Central Intelligence, the 
Executive Director, the Comptroller, the General Counsel, the 
Deputy Director for Administration, and other senior CIA officials 
outside the Operations Directorate. For example, -Deputy Director 

McMahon testified that documents handcarried to the Director or 

• ■> 

Deputy Director and returned to operational files for safekeeping 
are referenced in the CIA’s Executive Registry, which logs all 
documents that go into or out of the Office of the Director -and 
Deputy Director. All documents referenced in the Executive 
Registry will be subject to search and review. These documents 
could concern significant policy questions requiring the atten- 
tion of the Director or Deputy Director. Such matters range 
from general policy directives to specific decisions approving 
particular operational activities. 

The fact that raw intelligence reports and policy documents 
are accessible through index and retrieval systems located in 
the Directorate of Intelligence and the Office of the Director 
Deputy Director. has made it possible to refine the standards 
for designation of CIA operational files in the bill. 
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Specific statutory language guarantees that all nondesignated 
files remain subject to search and review, including any infor- 
mation in those files that was derived or disseminated from 
designated operational files. 

Moreover, in recognition of the public interest in 

CIA "special activities" (or covert action operations) , the 

bill contains a proviso that preserves existing law for access 

to information about any special activity the existence of which 

is not exempt from disclosure under the FOIA. The bill also 

takes account of the comparable public interest in investigations 

of allegedly illegal or improper intelligence activities. As 

/ amended, the bill ensures access for search and r-eview to infor- 

r£\/t<.u>edi 

mation in designated operational files that was T 

"C i te investigation. Finally, as the CIA originally proposed 
in 1979, United States citizens and permanent resident aliens 
will continue to have the same ability to obtain information 
about themselves from operational files . 

Assured access to the files of important CIA components 
such as the Directorate of Intelligence and the Office of the 
Director, and the provisions for access to particular types 
of information, effectively safeguard continued public access 
to releasable CIA information. 
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The 1979-82 CIA proposals would have established general 
standards for designation of files of any CIA component as 
operational files exempt from search and review^ By contrast, 

S. 1324 limits such designation-^forrile^ ot’oniy three CIA 
components -- the Operations Directorate, the Directorate for 

Science and Technology, and the Office of Security. This ensures 

yg/tU£i(f-io jsJbUtifU^s. ^ 

by statute that the files of the Directorate of Intelligence^and 
the Office of Director and Deputy Director, as well as other 
significant CIA components such as the Directorate for Adminis- 

j ^ 

tration and the Offices of Executive Director^ Co;nptroller , '' 0 

General Counsel, and Inspector General , \ will remain sutfject to ^<2^ 


sutftect to 


search and review. 


rs continue 




I I . Findings and Purposes 

The Committee has considered various proposals to modify 
the effects of the Freedom of Information Act on the CIA since 
1980. The issues were discussed extensively at hearings on 
S. 2284, the National Intelligence Act of 1980, and on S. 1273 
during 1981. The hearings on S. 1324, detailed questions 
answered for the record by CIA, and additional information 
provided in staff briefings and interviews with CIA officials 
have provided the Committee a full picture of the value of the 
information released under FOIA from CIA files, the impact of 
current FOIA requirements on the CIA, and the probable conse- 


quences of various proposals. On the basis of this record, the 
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Committee makes the following findings and recommends them to 
the Senate as Section 2(a) of S. 1324: - 

(1) The Freedom of Information Act is providing the 
people of the United States with an important means of 
acquiring information concerning the workings and decision- 
making processes of their Government, including the Central 
Intelligence Agency; 

(2) the full application of the Freedom of Information 
Act to the Central Intelligence Agency is, however, imposing 
unique and serious burdens on this agency; 

(3) the processing of a Freedom of Information Act 
request by the Central Intelligence Agency normally requires 
the search of numerous systems of records for information 
responsive to the request; 

(4) the review of responsive information in operational 
files which concerns sources and methods utilized in intelli- 
gence operations can only be accomplished by senior intelli- 
gence officers having the necessary operational training and 
experience; 

(5) the Central Intelligence Agency must fully 
process all requests for information, even where the requestor 
seeks information which clearly cannot be released for 
reasons of national security; 

(6) release of information out of operational files 
risks the compromise of intelligence sources and methods; 
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(7) since eight years of experience under the amended 
Freedom of Information Act has demonstrated that^hl's' 
time-consuming and burdensome search and review of opera- 
tional files has resulted in the proper withholding of 
information contained in such files, the Central Intel- 
ligence Agency should no longer be required to expend 
valuable personnel and other resources in the search and 
review of information in these files; 

(8) the full application of the Freedom of Informa- 
tion Act to the Central Intelligence Agency is perceived 

by individuals who cooperate with the United States Government 
as a means by which their cooperation and the information they 
provide may be disclosed; 

(9) information concerning the means by which intelli- 
gence is gathered generally is not necessary for public 
debate on the defense and foreign policies of the United 
States, but information gathered by the Central Intelligence 
Agency should remain accessible to requesters, subject to 
existing exemptions under law; 

(10) the organization of Central Intelligence Agency 
records allows the exclusion of operational files from 

the search and review requirements of the Freedom of Informa- 
tion Act while leaving files containing information gathered 
through intelligence operations accessible to requestors, 
subject to existing exemptions under law; and 
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(11) the full application of the Freedom of Informa- 
tion Act to the Central Intelligence Agency results in 
inordinate delays and the inability of the Agency to 
respond to requests for information in a timely fashion. 
Therefore, the. Committee reports S. 132A to the Senate with 
a r ecoimnenda L ion for favorable action thereon to achieve the 
following purposes set forth in Section 2(b) of the bill: 

(1) to protect the abilit^^ of the public to request 
information from the Central Intelligence Agency under the 
Freedom of Information Act to the extent that such requests do 
not require the search and review of operational files; 

(2) to protect the right of individual United States 
citizens and permanent resident aliens to request information 
on themselves contained in all categories of files of the 
Central Intelligence Agency; and 

(3) to provide relief to the Central Intelligence 
Agency from the burdens of searching and reviewing opera- 
tional files, so as to improve protection for intelligence 
sources and methods and enable this agency to respond to 
requests for information in a more timely and effective 
manner. 


III. Actions to Improve CIA Responsiveness 


The CIA advised the Committee there is a two-three year 
delay responding to FOIA requests where responsive documents are 
located in Operations Directorate files and review of documents 
is required. Moreover, responses to requests for information 
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located in other CIA components are affected by this delay. For 
example, documents originating in the Operations Directorate but 
located in another Directorate's files are referred to the 
Operations Directorate for classification review. Also, documents 
or iginatingJoutside the Operations Directorate are usually sent 
to the operations Directo^te for "coordination/review." 

Thus, the review necessary for documents found in the Operations 




Directorate is 


to FOIA 


of the overall CIA backlog in responding 
■^jlTequests e^Shandled on a first in, 


requests. Becaus&ffr^equests e^^hand 


first out basis, those involving hundreds of pages of responsive 
documents can delay the processing of far smaller cases in the 


queue . 


The Operations Directorate backlog developed rapidly in the 
1970s and has remained stable since. The number of FOIA requests 
has declined gradually from a peak of 1,608 in 1978 to 1,010 in 
1982. Because many of these requests continue to be broad and, 
thus, time-consuming, it has not been possible for CIA to reduce 
the backlog even with a large number of experienced employees. 


Of 26 full 


g even with a large number or experiei 

rr Pot A 

-time positions/ the Operations Direct 


ions / the Operations Directorate ajc ig f rs 22 


professionals with significant^: 


ve CIA exper ience, tw 
The Operations 


Directorate effort consists of 71 work-years (equivalent to 71 


full-time positions) out of a total CIA effort of 128 work-years 
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on FOIA/PA/EO duties dujC'ifTg 1982. ^ Assignment of more personnel 
cannot s ign i f icaptlTy reduce the backlog in the Operations 
Dir ectorat^<Decause many declassification review decisions can 
be mai^ only by officials having current responsibility for 
^^<jperv is ing intelligence operations. 


The CIA project's a significant reduction in the Operations 
Directorate backlog vMthin one year Sft;;e^ enactment of the bill; 
it cannot predict how long it will/^ake to eliminate the present 
backlog entirely. Cases that/involve coordinating large numbers 
of documents (both withirp^CIA and with other agencies) will 
continue to require ^c^zhnsidOxable time to complete. The Agency 
expects to meet tjarfe 10-day standard of the FOIA rarely because 
the decentral^-^ed nature of CiVs file systems and necessary 
compartmep^t ion of the intelligence process will continue to 
affectr^the timeliness of CIA eff? 


ther( 


On July 5, 19 
1,104 Privacy Act req 
review requests, 
would be elim 

50 would ^e^educed in scope 


as a backlog of 1,546 FOIA requests, 
ts, and 267 Executive Order mandatory 
icts that approximately 400 of these 
ted if the^ill were enacted, and an additional 

On the other hand, CIA believes 


pr. 



This figure includes full-time and part-time positions. 

The effort in other CIA components is as follows; 

Directorate of Administration (which houses the Informa- 
tion and Privacy Division having overall responsibility 
for all FOIA requests) 33 work-years. Office of the Director 
18 work-years. Directorate of Intelligence 4 work-years, 
and Directorate for Science and Technology 2 work-years. 

CIA estimates that the services of some 100 professionals 
with a variety of intelligence disciplines are pulled away 
from regular duties to focus on FOIA matters. 
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that action on this bill coul^-^t imulate increased numbers and 
different k\nds of FOIA^^^^ests in the expectation of more 
timely responses. J>€puty Director McMahon said he suspects 
'that a numbeV well-meaning requestors when they know it is 
going to tak^^wo to three years to get an answer are discourged." 
The prospects oJ^ a reduced backlog could encourage an influx of 
request^and, thOs, adversely affect working-off the backlog. 

Committee\ asked the CIA whether relief from search and 
review or operi^tion^ rues wouLa permit shifting additional 
personnel to other FOlA proc^sing duties. CIA's reply indicated 
that this might be done tq/the extent necessary to respond to 
the anticipated i^rea§^ in FOIA requests. Currently, the 
search and review p^cess in areas that do not involve Opera- 
tions Directoratq/'f il^s "can generally be completed in several 
weeks, or at u^st in several months." According to the CIA, 
when the bvJTl finally eliminates the backlog, the average 
respons;?' time is expected'to be "several months or less." 

In stating the purposes of this bill, the Committee 
expressly noted its intent "to enable this agency to respond 
to the public’s requests for information in a more timely and 
efficient manner." With the enactment of S. 1324 the Committee 
expects that FOIA requesters will receive responses to their 
requests in a far more timely manner. 

To achieve this objective, the Committee has requested 
the CIA to provide a specific program of administrative 
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measures the Agency will take to improve processing of FOIA 
requests following enactment of this legislation. The Com- 
mittee believes that the essential elements of this program 
should include a detailed plan for eliminating the present 
backlog of FOIA reouests and a description of the bill's 
impact on the Agency's ongoing efforts to process promptly 
those requests that do not require extensive search, review, 
and coordination and to • pyppdi t-p rg»niig>cr<; nnd^r rn’rpn'fl 

e stablished by the Justice Department . 

With respect to the allocation of resources and personnel 
freed by the bill's impact on search and review requirements, 
the Committee requests the Agency to appropriately apply such 
resources and personnel to the task of eliminating the present 
backlog. To accomplish this, the Committee expects the Agency 
not to reduce its budgetary and personnel allocation for FOIA 
during the period of two years immediately following enactment 
of this legislation. The Committee will examine the question 
of budgetary and personnel allocation thereafter during con- 
sideration of the annual CIA budget authorization. Moreover, 
the Commmittee intends and the CIA agrees that resources 
freed by elimination of the backlog will be reallocated to 
augment resources for search and review of nondes ignated files 

For its part, the Committee will regularly and closely 
scrutinize the CIA's implementation of each aspect of this 
'program to insure that concrete results are achieved toward 
stated objectives. The Committee expects its oversight 
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performance will be facilitated by periodic progress reports 

and meetings in which Commmittee members will be apprised of 

the status of the agency's FOIA processing operations. To this 

end, the CIA will also provide the Comrrrittee with the annual 

statistical FOIA report it provides to the Senate. 

ta-iLt . 

Finally, the Committee if^Ere^d-s — to take. — such - o ther — octiona tn 



utey be uecessdLy -to insure that all-FOIA requests are responded 
to in a t imely^manner^a nd tre a t e d vjith -fe bo e our - tesy required - by 
t ho;-opir - 4t ^ oo v ? e - lT oc — t he 1 . fi . ttsr, of th e- -FOTA , 

NEXT-OF-KIN RESPONSIVENESS 

This legislation does not give next-of-kin a right to request 
information about a deceased person. However, the Committee 
expects the CIA to treat generously bereaved families of CIA 
officers and agents who have died under suspicious circumstances. 
CIA assured the Committee it will search without restriction for 
documents where there is a'Vequest by'^next-of-k in for information 
on employees or agents who have died in service to their country. 
In addition, the CIA has adviseoitnatv' requests by next-of-kin for 
information about MIA's will be searched without restriction. 


I ^ .A 


// 


IV. Histor ians 

The original version of this bill did not provide for the 
eventual removal of designation from files or portions of files 
that no longer warranted the -special protection afforded by this 
Act. Professor Anna Nelson of George Washington University, 
speaking on behalf of the major associations of historians, noted 


Approved For Release 2008/12/08 : CIA-RDP89B00236R000200120001-8 




Approved For Release 2008/12/08 : CIA-RDP89B00236R000200120001-8 


- 44 - 


that permanent designation could result in important material 
never being made available to the public, even after the passage 
of time had eroded its sensitivity. General Richard Larkin, 
President of the Association of Former Intelligence Officers, 
responded to a question from the Chairman of the Committee by 
affirming that historical research and writing on the role of 
intelligence in American histor.y was of "tremendous value in 
our educational system as well as in our political system." 

The CIA assured the Committee that "^he designation process 
will be a dynamic one, in which recommendations for removal of 
files from designated status will be made to the DCI whenever 
such a lifting of the designation is appropriate either because 
of the passage of time or for some other reason." Thus, the 
Deputy Director for Operations decided that the files of the OSS 
would not be designated. The CIA opposed any specific time-limit 
on designations because such a limit would inevitably be arbi- 
trary and would expose sensitive files to needless FOIA search 
and review. 

After further consideration, the Committee adopted, with 
CIA's support, an amendment specifying that file designation 
must be reviewed at least once every ten years and setting forth 


basic 

• t ive 
files 


criteria to be applied in this de-designation review. 

The Committee, recognizing the necessity to protect sensi- 

UAw 

inf ormat io^expects that the Agency^de-designate operational 
to the maximum extent possible consistent with. the criteria 
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V. Judicial Review 


In the course of bearings on S. 1324, there was extensive 
discussion of whether the bill would of should provide for judicial 
review of the DCI's decision to designate a particular file as 
exempt from jnrl i c ift] review. In testimony before the Committee, 

CIA testified that "the designation' by. the DCI would not be 
judicially reviewable, because the bill gave the DCI authority 
to designate files at his sole discretion. CIA also expressed 
grave concern that judicial review could defeat the entire pur- 
pose of the bill if it required the court to inspect each and . 
r-rr" I n - -TTmr nr in n " to determine i-f tha f i>Qf\had 

been «wpr operiy^aesignated/or whether a (kyctm ent had been improper- 


ly pir ooo d — in-fl designated. 


CIA feared that this process 


could result in the court becoming mired in an item-by-item review 
of large ox documents. 

Other witnesses suggested the need for judicial review and 
disagreed withyiCIA's interpretation of the bill. For example, 

Mark Lynch of the ACLU said there was "not really anything in the 
bill to indicate non-reviewability" and urged that the legislative 
history reject^CIA’s interpretation. Summarizing the arguments in 
favor of judicial review, Mr. Lynch stated that "judicial review 
is absolutely essential, because I think that the public simply 
would not have confidence that the Agency had not succumbed to the 
temptation to go overboard in the designation of files as opera- 
tional if there were no judicial review." 
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Mary Lawton, Counsel for Intelligence Policy in the Justice 
Department, testified that it would be "left to the court's own 
judgment as to whether there was an intent or not of Congress to 
preclude judicial review of the designation." As she understood 
the bill, it was "absolutely silent" and would neither invite nor 
bar judicial review of file designations. However, she also pre- 
dicted that "courts would be very reluctant under .. .standing 
judicial precedent to engage in judicial review of the categoriza- 
tion of files of an agency by the head of the agency." She also 
predicted that the Justice Department would urge the courts to 
give "the greatest deference to the Executive branch." She also 
noted that "a legal argument could be made based on existing case 
law." Similarly, former Associate Attorney General John Shenefield 
said he thought "a fair interpretation of the language would allow, 
one to conclude that judicial review is not as a practical matter 
available in the typical case." 

After reviewing these arguments as to the meaning. of the- bill 
and advantages and disadvantages of judicial review, the Committee 

iuluJU 

fir i dn fl iii r rhr~M11 rhniilij hr amended^to provide for judicial 
review in cev^^in circumstances. The Committee does not intend ; 
that this amendment will require CIA to expose through litigation, 
via- discovery or other the make up and contents of sensitive 

file systems of the Agency to plaintiffs;. The Committee expects 
the procedure for judicial review in this bill will be entirely 
'Consistent with the objective of reducing the FOIA burden on the 
Agency. At the same time, the Committee believes this judicial 
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review procedure is necessary to guard against any improper 
designation of CIA files or improper inclusion of documents 
solely within particular designated fifes. The Committee is 
confident that the CIA will implement this bill in accordance 
with the statutory requirements. Therefore, the Committee does 
not anticipate that judicial review' will be needed routinely. 


SECTION BY SECTION ANALYSIS 

SECTION 701. -- DESIGNATION OF FILES BY THE DIRECTOR 

OF CENTRAL INTELLIGENCE 

Section 3 of the bill amends the National Security Act of 
1947 by adding a new Title VTI designating certain CIA files 
exempt from search and review under the Freedom of Information 
Act . 


Section 701 authorizes the Director of Central Intelli- 
gence to design a t^l^^trT^ional files within the Directorate of 
Operations (DO), Directorate of Science & Technology (DS&T) , and 
the Office of Security (OS) of the Central Intelligence Agency 
which store certain delineated categories of information. Such 
designation exempts these files from the FOIA provisions requir- 
ing publication or disclosure, or search and review related to 
publication or disclosure. The section also provides for 
exceptions to these exemptions to ensure that currently releas- 
able CIA information remains accessible under the FOIA. 


! 
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Section 701(a) -- Standards for Designation 
Section 701(a) allows the Director of Central Intelligence, 
in furtherance of his statutory responsibilities to protect 
intelligence sources and methods, to designate certain opera- 
tional files located in the DO, DS&T, and OS of Che Central 
Intelligence Agency as exempt from the provisions of the Freedom 
of Information Act which require search, review, publication, or 
disclosure. 

The term "operational files" describes files Chat store 
information about particular intelligence sources and methods. 
These kinds of files concern the intelligence process -- includ- 
ing information on Che identities of and contacts -with human 
intelligence sources, the various methods used to collect 
intelligence from human and technical sources, and day-to-day 
administration and management of. sensitive human and technical 
intelligence activities. - Th ey (/should be distinguished from^what. 
may be called "intelligence product files" whose function is to 
store intelligence gathered from human and technical sources. 

It is the intent of the bill that for affected CIA components 
having both types of files --that is, the Directorate of 
Operations and the Directorate for Science and Technology -- the 
term "operational files" does not apply to files whose function 
is to store gathered intelligence not stored in files of 
other CIA components that remain subject to search and review. 

As introduced, the bill listed four separate 
of files that could be designated in any of the three’Jj^omponent s . 
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After the Commmittee reviewed the functions of each component 
and CIA's plans for file designation, the bill was revised to 
specify the particular category (or categories) of files that 
may be designated in each component. The CIA emphasized and 
the Committee agrees that the basis for file designation should 
be the function of the file, i. e. , the purpose for which the file 
has been established^rather than the specified contents of the 
file. Therefore, the language of the bill has been modified to 
refer to files which "document" certain operational activities of 
the CIA. The intent is that designated files will be those which 
serve as the repository for storage of documents generated in the 
course of conducting intelligence operations. The categories have 
been framed to concentrate on those CIA files that contain the most 
highly sensitive information that directly concerns intelligence 
sources and methods. Finally, the term "counterterrorism" has been 
deleted from the bill as introduced, because it is subsumed by the 
terms "foreign intelligence" and "counterintelligence" in Executive 
Order 12333 which governs the conduct of U.S. intelligence activi- 
ties. Special activities or covert action is considered included 
in the term "files of the Directorate of Operations which document 
foreign intelligence or counterintelligence operations...." 

Experience has shown that very little, if any, information 
of any meaningful benefit to the public has ever been released 
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intelligence sources and methods. Nevertheless, in some 
circumstances the FOIA requirement to search and review a file 
or set of files can pose a risk to intelligence sources and 
methods . /Th is is especially so with regard to "operational 
files" located in the Directorate of Operations, Directorate for 
Science and Technology, and Office of Security. 

It is, however, extremely important to understand that 
exempting certain files from search, review, publication or 
disclosure does not constitute a total exclusion of CIA files 
from the processes of the FOIA. The effect of c^iisection 701(a) 
will be that files located in any records system outside of these 
designated categories will remain subject to the search, review, 
publication, and disclosure requirements, as well as the exemp- 


tions, of the Act.] In addition, under ,ci*bsection 701(c), all. files 


will continue to ^e subject to the pr.esent provisions governing the 
handling of ’ requests iror inf ormat lon^pursuant to the Privacy Act of 


1974. 



The 2 i category of files oesignated are those in the 
Directorate for Science and Technology which document the means 
by which foreign intelligence or counterintelligence is collected 
through scientific and technical systems. The Committee examined 
the DSScT files systems and is satisfied it is possible to identify 
and designate only those files concerned with scientific and 
technical systems collections efforts. The Committee is also 
satisfied that over the past several years information contained 
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in the file systems which would be designated within the DS&T 
has been withheld from release under the FOIA pursuant to 
exempt ions (b) (1 ) and (b)(3) of the Act. Therefore, there will 
be no withholding of information from the DS&T which would have 


u 


otherwise been released under the current Act. 


or 








The 6.< c on d category of files listed in Section 701(a) allows 
designation of files in 'the Directorate of Operations which doc- 
ument foreign intelligence or counterintelligence operations 
intelligence or security liaison arrangements or information 
exchanges with foreign governments or their intelligence or 
security services. Special activities or covert action is included 
in this concept. 

Bn Is *" ca tT r-gopy — ie — i - ntonded Lu U }teifl]i>r f ium j»n_tirirh Tnid luul ' uw ■c H : 

II M iiDi mipL ttJn . The 


Uf" lIil D^Ji cuLUl ciLii ut Opera 
Committee reviewed the file systems of the DO and found that by far 
the majority of the file systems in this Directorate deal with the 
sources and methods used in our collection efforts. Again, the 
Committee is satisfied that information contained in these files 
systems has been protected from release to the public/under exemp- 
tions (b)(1) and (b)(3) of the FOIA. However, there i s- one 
rrrrpf irn^-f a few files systems within the DO which would not be 
designated under the terms of this bill because they do not Ci OiU -a i n 


oper at 


ion-^- i 


inf osmot ion but rather serve as the sole repository 
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.tore ineeUlgence product and 

T.e files of the I.S..T whrch ,nd _ 

tbe results of intelligence designated, d 

technical intelligence is for designation either 

Those filea do not ceet t scientific 

.. ..operational files' or as 

and technical collection tnet • involve 

. -etrative, management, a P 

,iTes on _T,sis factions, such 

both collection method 

,,,o he ineligible for designatio . 
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sensitive intelligence reports, ^^ecause 


of the sensitivity of. the sources, a small number of intelligence 
reports prepared by the Operations Directorate are disseminated 
by memoranda and returned for storage solely in DO files. — frioce 


, arp rio-nnr 


rhn THTT-rfor of 


)er at K 


involved in ini 


>er ations 


le r 1. 


leslgnatffd 


To the extent chat administrative, management, and policy 
documents are generated bj^the Operations Director ate^-aae^are 
not disseminated outside the Directorate, the files that store 
those documents are intended to be designated because such 

' i 

materials directly concern sources and methods and Contain 
little if any information releasable under the FOIA. However, 
any administrative, management, or policy documents disseminated 
outside the Directorate will remain subject to search and 
revie^ This includes analyses of tne prospects for andvresults 
of operations, as well as reports on their outcomes and instruc- 
tions for their conduc^/Similar ly , Operations Directorate 
files on personalities and impersonal subjects are generally 
^used by the Directorate as an integral part of the conduct of 




[operations- T-rn 


sofar as the information in bh ea o - files is ever 


used by national policymakers or at Agency ex^utive levels. 


1>0 
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it will be duplicated in or accessible through the files of 
other Agency components. 





Category three under subsection 701(a) exempts from search 
and review those files of the Office of Security which oonoorn 
investigations conducted to determine the suitability of potential 
foreign intelligence or counterintelligence source^. After a 
review of the files systems contained in the Office of Security by 
staff, the Committee has satisf-ied itself that it is possible to 
identify those file systems within the Office of Security which 

I 

deal with such investigations for the purpose of designation by the 
Director of Central Intelligence. The information contained in 
these files systems has been protected from release under exemp- 
tions (b)(1) and (b)(3) and therefore there is no loss of informa- 




tion to the public. 




Proviso Regarding Disseminated Information 
Section 701(a) contains two provisos. The first makes it 
clear that nondesignated files remain subject to search and 
review even if they include information derived or disseminated 
from designated operational files. The search and review of 
these nondesignated files include the information derived or 
disseminated from designated files. On the other hand, the 
fact that information from designated operational files has 
been included in the non-designated files shall not affect the 
designation of the originating operational files. 
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. It is Committee's intent that documents entered into a non- 
designated file system, but returned for storage solely in desig- 

S- 

nated files, will be considered part of the non-designated file 
system. Thus, if a request is made for information in non-desig- 
na t^ files, and the records contained in those files indicate 
that a responsive document was entered into the non-designated 
files, that document will be retrieved from designated files. This 

search is not intended to affect the designation of the originating j 

} 

operational files. 

Two examples illustrate the intent of the Committee. First, 
Deputy Director McMahon testified that documents handcarried to 


the Director or Deputy Director and returned to operational files 
for safekeeping are referenced in the CIA's Executive Registry, 
which logs all documents that go into or out of the Office of 
the Director and Deputy Director. All documents referenced' in 
the Executive Registry will be subject to search and review. 

These documents deal with policy questions that receive the atten 
tion of the Director or the Deputy Director, ranging from general 
policy directives to approval of specific operational activities. 
For instance, unclassified CIA regulations prohibit the opera-, 
tional use of U.S. news media personnel by the CIA, unless an 
exception is authorized by the Director. The record of any 
authorization will remain subject to search and review through 
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files of the dffice of the Director, even if the authorizing 
document is returned for storage in files of the Operations 
Directorate. 

The second example concerns sensitive intelligence reports 
that are disseminated to the Directorate of Intelligence and 
returned for storage solely in the files of the Operations Direc- 
torate. The files of the Operations Directorate that serve as the 
repository for these reports will not be designated as operational 
files. Moreover, if a sensitive intelligence report is entered 
into the Directorate of Intelligence file system and returned for 
storage solely in a designated operational file, that report will 
be considered part of the non-des ignated Directorate of Intel- 
ligence files and will be retrievable as if it continued to be 
stored in the non-designated files. 

The first proviso is especially important for historians. 
Documents contained in non-designated files cannot be exempted 
from the search and review process because they discuss opera- 
tional subject-matter or otherwise include information derived 
or disseminated from designated operational files. Historians 
are especially interested in operational policy documents dis- ■ 
seminated to the President and the National Security Council. 
According to the CIA, all such documents are sent via the Office 
of the Director and thus will be accessible through the 




Approved For Release 2008/12/08 : CIA-RDP89B00236R000200120001-8 



Approved For Release 2008/12/08 : CIA-RDP89B00236R000200120001-8 







insert, p i,«6 

•t-al CIA decisions in Executive Order 
;,ppeals fret, rnrtr Information, 

mandatory review cases information Review 

nnd privacy division and c^d^^^^V 

committee. The files of ^ nhe documents in question 
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Executive Registry. It is the intent of the Committee that 
this procedure should not be, modified. , , 

I ^ ShjiU/ I m /.Mxj / 

AiiuiU/^l (JOnSyil UyilL’gf^^CSLlie 1 JtkL piei'i'ino rr^nrarti^ requests 
made by historians and others pursuaryr.to Executive Order MiOD fr 
on national security in forma tior^ This oraer " inc i ud es a mano aTOTy 
search and declassification review upon receipt of a request that 
describes "the documents or material containing the information 

sufficient specificity to enable the Agency to locate it with 
a reasonable amount of effort." Section 3.A(a)(2). The CIA will i 

icx/uA—' 

continue to respond toj^ requests for information in designated 
operational files, and the Committee intends that CIA should do 
so in the same manner as it presently does. 

Proviso regarding Special Activities 
The second proviso in section 701(a) is an extremely 
important provision in the legislation. It is intended to make 
clear that designated operational files will be subject to 
search and review in response to an FOIA request when they 
contain information concerning a special activity the fact of 
whose existence or ^ ^ 

n 

Current case law concerning FOIA requests for information 
about special activities holds that in certain circumstances, * 

the CIA response can neither confirm nor deny the existence/df 

/ — A 

records responsive to an FOIA request relating to^special 

activity. The issue in these cases is whether the fact of the 

tJrr\ 

existence ^f the special activity is currently and properly 
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classified. V’hen^class if ied , the CIA can only protect that 
classified fact by declining to even admit it possesses respons- 
ive documents. Hence, under present case law, once it is 
upheld that the existence^of a special ^^act ivity i^ class i f ied , 
there is no requirement to search any files, including opera- 
tional, for responsive documents. Furthermore, this is a 
response required to be made in specified circumstances under 
Section 3.4(f)(1) of Executive Order 12356. Nothing in this 
legislation is intended in any way to limit this ability of the 
CIA to utilize the ’’Glomar" response, so named as a result of 
Freedom of Information Act requests to the CIA concerning the 
Glomar Exploration ship. 

However, courts have held that where an authorized Executive 
Branch official has acknowledged the existence or nonexistence 
of a specific special activity the existence of that special 
activity is no longer a classified fact exempt from disclosure 
under the provisions of the FOIA. In such a case, files contain- 
ing information concerning an acknowledged special activity 
become^ accessible to an FOIA request, subject to search and 
review, and release using the current exemptions in the FOIA. 

This access to files containing information on an acknowledged 
special activity will continue under this proviso. 

Under this proviso, a request triggering search and review 
information on a special activity must establish that the 
existence of a specific covert action operation, such as the 
Bay of Pigs invasion or the CIA’s role in replacement of the 
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Guatemala regime in the 1950s, is not exempt from disclosure 
under the FOIA. A request is not sufficient to require search 
and review of designated files if it refers to a broad category 
or type of covert action operations. For example, a request 
predicated on declassification of the existence of CIA covert 
efforts to counter Soviet influence in Western Europe during the 
1950s would not be sufficiently specific. -uAuLd-any other 

rja^-ee^-t— £xjr information concerning a broad category or type of 
spRci al .activities in a described area or time-fram^ However, 
requesting information about a particular individual or organiza- 
tion officially acknowledged to have provided operational 
assistance in the conduct of special activities would be suf- 
ficiently specific, as would a request for information about an 
officially disclosed effort to influence foreign public opinion 
by promoting a specific viewpoint in support of U.S. foreign 
policy aims. 

1 ... ^ • 




^classified legislative hist 



It is not possible in unclassified legislative history to 
spell out all the relevant examples which would fully illustrate 
the meaning of the specificity requirement. Nevertheless, per- 
sons seeking to use this proviso as a means of securing access 
to information in designated files should understand that the 

if 

purpose is to provide for search and review only frftor the 
existence of a particular special activity^lwfl^ disclosed 

under the FOIA. It is not intended to be an invitation to test 
the continued classification of broad categories or types of 
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special activities in order to gain access to designated files. 

The determination of whether or not the fact of the 
exisLenct|or a particular special acti^^iLy is currently and 


7 


properly classified will be treated in the same manner as any 
other classification determin^^^^ the CIA. The initial deter- 
mination is made by Operational Directorate officers assigned to 
the Directorate's Information Management Staff in consultation 
with the concerned area division in the Directorate. They will 

A/ n 

consider, among other things, whether^ a special activity has been 
officially acknowledged by an authorized representative of the 
U.S. Government. Of course, the existence of an o.fficially 
acknowledged special activity is ipso facto not classified. In 

Hu- 

any case where tne^exi^ehce of a particular special activity has 



li> 'I^^^t^eclfe ssified, files containing information concerning that 
activity will become accessible to a FOIA request for information 
concerning that activity. 

The term "special activity" as used in this proviso means 
any activity of the United States Government, other^ct ivit ies 
intended solely for obtaining necessary intelligence, which is 
planned and executed so that the role of the United States is 
not apparent or acknowledged publicly, and functions in support 
of any such activity, but not including diplomatic activities. 
Over the years a variety of i i rr i t - aons have been used to 

regulate or authorize "special activities" or covert action 
(^operations. , pvrpn t it becomes a "you know it when voi^ 
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1 l " si.^nflard. TTm--i"nnf nrim' ng f\r\y 1 -a.l-i r m ‘ r — Eoug fflula '" fo g 

the pu r- pococ of rh i g - pr . The intent is that whatever was 
the prevailing CIA practice when^covert action orations were 
conducLcfl should determine the meaning of the term "special 
activity" under this proviso. 

Proviso Regard in^ Improprieties 


Under this bill as introduced, files within the OGC and 
the Office of Inspector. General, which are the components within 
the CIA charged with investigating allegations of improper or 
illegal intelligence activities, could not be designated exempt 
from search and review. This intended to insure that material 
dealing with improper or illegal intelligence activities would 
continue to be accessible to search and review. Concern was 
expressed, however, that material relied upon in the course of 
an investigation of an illegal or improper intelligence activity 
would be located in a designated file rather than the files -of 
the IG or the OGC and therefore this material would be exempt 
from search and review. Therefore, the Committee amended the 
second proviso to assure any such material will continue to 
be subject to search and review. 

The Select Committee examined Agency practices for main- 
taining records of such investigations and found that when an 
investigation is conducted by the Inspector General's office, 
the General Counsel's office, or the Director's office, a 
great deal of the reviewed relevant information is copied and 
retained in the investigating office files, which are hot 
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designated under the bill. 1<Jben the amount of information 
reviewed is too voluminous to be reproduced, the report of 
the investigating office will" frequently reference various 
files or portions of files which were reviewed and relied 
upon by the investigators. It is intended that all materials 
relevant to the subject matter of the investigation which were 
reviewed and re lied upon by those who conducted the investiga- 
tion will be subject to search and review, even if stored 
solely in designated files. 

This provision applies to information reviewed and relied 
upon in investigations by the intelligence committees of the 
Congress, the Intelligence Oversight Board, the Office of the 
CIA General Counsel, the Office of the CIA Inspector General, 
or the Office of the Director of Central Intelligence. In the 
case of the Office of the DCI, the Committee intends to include 
the Office of the Deputy DCI^ Reference to the Intelligence • 
Oversight Board should include any future Pr es ident ially 
authorized oversight body or Presidential Commission. More- 
over, pursuant to Executive Order 1233A and predecessor orders, 
the Intelligence Oversight Board has been directed by the 
President to forward to the Attorney General reports received 
by the lOB concerning intelligence activities that the Board 
believes may be unlawful. The Committee intends that investiga- 
tions conducted for the lOB by the Attorney General should be 
included within the scope of this provision. 
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InCernal CIA investigations will be conducted by Agency 
components whose files cannot be designated under this bill. 

These components are the General Counsel's office, the 
Inspector General’^ office and the Director's office. The 
Select Committee has reviewed CIA procedures for initiating 
and conducting such investigations. .Allegations of abuse or 
impropriety can originate eithe.r inside or outside of the Agency. 

Allegations raised by Agency employees are directed either 
to the Office of the Inspector General or to the Office of General' 
Counsel. CIA regulations require that Agency employees report 
any "past, current, or proposed CIA activities that might be 
construed to be illegal, improper, or questionable, or not 
authorized by applicable law, Executive Order, regulations, or 
... any instructions received in any way [which] appear to be 
illegal, improper, or questionable." CIA regulations also -■ 
specifically require employees to report possible violations 
of federal criminal law to the General Counsel. In addition, 
the Office of the Inspector General periodically inspects 
individual Agency components. These IG inspections include 
multi-disciplinary teams which thoroughly examine every aspect 
of a component's activities. The General Counsel also 
periodically requires his staff to advise him of any items 
that could require reporting by the General Counsel to the 
■ Intelligence Oversight Board under Executive Order 12333. 
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The Inspector General's staff substantively investigates 
all employee allegations of abuse or impropriety. When the 
allegation raises any question of illeg'^ality , the IG Staff 
either fully coordinates its investigation with the Office of 
General Counsel or refers the matter to the Office of General 
Counsel for reporting to the Attorney General under Executive 
Order 12333. Allegations which arise internally are never 
dismissed without some recorded inquiry. Hence, they are 
never determined to be "frivolous" in the same sense of not 
warranting a documented investigation. 

Allegations made by persons outside the Agency almost 

exclusively arrive in the form of a letter received by the 

’ ) 

Agency Mail Room. (On occasion, complaints are received by 
telephone, sometimes anonymously.) If the letter contains 
allegations of abuse, impropriety, or illegality, but appear 
frivolous (e.g., "CIA is manipulating my brain waves," or an • 
actual and recent example, "CIA is making me fat"), there may 
not be an investigation or response. If the letter does not 
appear frivolous, it is forwarded to the Office of Inspector 
General or the Office of General Counsel, as appropriate, for 
action. The apparently frivolous letters are individually 
reviewed by a supervisory CIA official. An allegation will 
be deemed frivolous and closed without any investigation only 
where the writer has sent previous letters and the allegation 
is preposterous on its face. If Agency records reflect the 
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CIA has had contact with the individual making the allega- 
tion and the individual is not a prior correspondent of 
known frivolity, the allegation is never determined to be 
frivolous, but is forwarded to the Inspector General or 
General Counsel, as appropriate. In cases of repeated 
and frivolous correspondence, the letter may be destroyed 
and no record made of it. In all other cases, a record is 
made and retained in files that will not be designated 
under this bill. 

The scope of investigations is determined by the 
Inspector General, General Counsel, or other investigating 
body. Consequently, the scope of information concerning the 
subject of an investigation accessible for search and review 
under the bill is contingent on the scope of the initial 
inquiry. If the records of an investigating body indicate 
that only a representative sample of documents in a specific 
file was examined but that particular entire file was con- 
sidered directly relevant to the subject of the investigation, 
such file shall be accessible for search and review. 

There may be rare instances in which a file was not 
reviewed in connection with the investigation because it was 
withheld or overlooked through inadvertence. To the extent 
that such file contains information relating to the subject 
of the investigation but not reviewed and relied upon by the 
investigating body, it can become accessible if the investiga- 
tion is reopened or if the file is examined in a new . 
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investigation. For example/ if it is established that 

a file was deliberately withheld, that matter would itself 

become a subject of investigation, and the records of 

that investigation would become accessible under the bill. 

Additionally, the Committee intends 'that where there is 

a pr ima facie showing that a document was withheld or 

■for* 

overlooked through inadvertance , the provisions ^ judicial 


review of improper placement of records under subsection 
701(e) apply. Certainly the Committee expects and the CIA 
agrees that if it discovers on its own that a document was 
inadvertantly overlooked or deliberately withheld; it will 
review such document under the provisions of FOIA. However, 
the proviso is not intended to open up all designated files 
or even an entire file because portions contain information 
relevant to an activity ttft was the subject of an investigaf 
tion. C u/v> 

aju ^ niilcL 








I 

I 
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SECTION 701(b) 

Section 701(b) is intended to ensure that no provision 
of law enacted after the date of enactment Of the Intelligence 
Information Act of 1983 repeals or modifies section 701 
unless such subsequently enacted provision does so by specific 
citation and repeal or modification., 
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SECTION 701(c) -- FIRST PERSON REQUESTS 
Section 701(c) is intended to ensure that, this legislation 

4^' 

shall not effect the processing of proper requests by United States 
citizens or permanent resident aliens for information concerning 
themselves made either under FOIA or the Privacy Act of 1974 
(5. U.S.C. 552(a)). According to the CIA, as of July 5, 1983, there 
were 1,104 pending requests for information under the Privacy Act. 
In calendar year 1982, the CIA received 1,016 Privacy Act requests. 

While subsection (j) (1) of the Privacy Act authorizes the CIA 
Director to promulgate rules to exempt from portions of the Act 
"any system of records," this authority has only been narrowly 
used to Che extent necessary to protect its security methods, 
intelligence sources and methods, and relationships with other 
public agencies or foreign services. ( See , 32 C.F.R. 1901.61). 

The Committee understands that the CIA has no intention of 
expanding its use of this broad exemption authority. 
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This provision does not permit organizations to require 
search and review of designated files for information about 

i 

themselves or their members. This accords with the principles 
embodied in the Privacy Act, which applies only to information 
concerning individuals. The CouimiLLee has deteruiined that CIA 
should not be required to search operational files for information 
concerning a request ing -U - S . or-ganization. Such search could run 
the gamut of operational files because U.S. organizations are 
frequently referred to incidentally in Agency operational doc- 
uments. Reference to a U.S. organization in an operational 
document does not necessarily indicate that the or-ganization was 
targeted by or involved in a CIA operation. Because of the volume 
of incidentally acquired information, granting domestic organiza- 
tions the same access as individuals would resurface the problems 
this bill is designed to alleviate -- risks to sources and methods 
by breaking down compartment at ion of operational files and commit- 
ment of operations officers to non-productive FOIA review. 

Since individual officers and members of domestic organ- 
izations have the right to request information from designated 
files about themselves, and that information sometimes refers to 
the organization, the Committee believes the bill strikes the 
proper balance in this area. 
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Subsection 701 (d)|ynandates that the Agency shall promulgate 
regulations implementing section 701. These regulations will 
require that the appropriate Deputy Directors or Office Heads 
identify categories of files for designation, explain the basis 
for their recommendation, and set forth procedures governing the 
inclusion of documents within designated files. The recommended 
designations, which will include the explanation for the designa- 
tion and the procedures for including documents in the designated 
files, will be forwarded to the DCI for approval. The Committee 
does not intend that the implementing regulations require the 
appropriate Deputy Directors or Office Heads to identify or list 
each file to be designated. Instead, the Committee intends 
that the implementing regulations will require that the 
appropriate Deputy Directors or Office Heads provide a descrip- 
tion specific enough ^o that the purpose for which the 
categories of files were created could be identified. Because 
the description of certain specific categories of CIA files 
must by necessity be classified, the subsection specifically 
provides that portions of the recommended designation may be 
classif ied . 
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The procedures for including documents in designated ' 
files are especially important to ensure proper implementation 
of the provisions of the bill and the DCI/ s designations, -v 

P ed ^n\a CIA component that does /fiot 

that document must not bd stored solely 
r« it woxu^ be e^mpt from ^arch and 
In CIA comon^ts having/^esignated 
actions thaN/ do not r^uire file 
e case witj/ DO. sensi^ve source intel- 
iS6tT analysis fishes y^and most ffiffice of 
octimery^s producea^in the perfoWance c 

functions mixst' remain subject to search 

■ 

As is current practice in other areas, the Select Committee 
oi» Intel 1 i Qnno^ expects to be informed of proposed designations 
prior to their effective date. This arrangement should apply 
to new designations, expansions of previous designations, and 
reorganizations or file system modifications that affect 
existing designations. The proposed designations will become 
effective after reporting to the Intelligence Committees and 
written approval of the DCI. 
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SUBSECTION 701 (d) (2) 

Subsection 701(d)(2) requires a determination of 
"whether such designation may be removed from any category of 
files or any portion thereof." The phrase "or any portion 
thereof" is in no way intended to require the review and removal 
from designation of individual documents contained within desig- 
nated files. It is intended, however, to provide for the de- 
designation of an individual file, or files, which belong to a 
larger category of designated files. For example, the file 
on a specific intelligence operation might be removed from 
designation even though contained in a larger designated 
category of project files which continue to merit designation. 
The Committee does not intend for the continuing sensitivity of 
particular files within a designated category to serve as a 
basis for retaining the designation of those files within the 
designated category that meet the criteria for removal from 
designation. 

The first criterion to be applied in determining whether 
designation may be removed is "the historical value or other 
public interest in Che subject matter of the particular category 
of files or portion thereof." The Committee intends this 
criterion to be applied solely by the CIA, but that Che CIA 
should consult with and take into account the recommendations 
of persons who could provide an independent evaluation of what 
topics meet this criterion. Such persons could include the 
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CIA Historiapi, historians in the Departments of State 
and Defense, the Archivist of the United States. "Public 
interest" in materials would include interest expressed by 
journalists and authors and the contribution that such 
•materials could make to an understanding of intelligence, 
foreign policy, and international developments. 

The second criterion to be applied in determining 
whether designation of a file may be removed is "the potential 
for declassifying a significant part of the information con- 
tained therein." Its application will require the considera- 
tion of factors such as the sensitivity of the operation, 
the likelihood of damaging foreign relations or revealing 
sources or methods, and the passage of time. Some materials 
could lose their sensitivity even before the passage of ten 
years and the Committee intends that CIA regulations provide 
for the possibility of de-designation review before the 
minimum scheduled 10-year teview. It is much more likely, 
however, that files on an operation would remain designated 
for at least twenty-to-thirty years. The Committee expects 
files ■fee- be removed from designation by the time they 
are forty years old, but recognizes the CIA's need for 
flexibility in handling especially sensitive materials. 


Approved For Release 2008/12/08 : CIA-RDP89B00236R000200120001-8 



Approved For Release 2008/12/08 : CIA-RDP89B00236R000200120001-8 



SUBSECTION 701(e)(1) 


Subsection 701(e)(1) provides for^judicial review 
where a complaint alleges that the Agency has improperly 
withheld records because of improper designation of files 
or improper placement of records solely in designated files. 
Under this Subsection, the court would have jurisdiction to 
review the Agency's regulations implementing subsection 
701(a) of this Act to determine if those regulations conform 
to the statutory criteria set forth in that subsection for 
designating files. Except in the situation described below, 
the courts should review only the regulations requiring the 
appropriate Deputy Directors br Office Heads to designate 
categories of files, and not the actual recommended designa- 
tions, the explanation for those designations or the procedures 
for the inclusion of documents in designated files. In review- 
ing these regulations, the Committee expects the court will 
uphold the validity of those regulations if there is a rational 
basis to conclude that the implementing regulations conform 
with the statutory criteria for designating files. 

The Committee recognizes there may be situations in which 
a plaintiff can make a showing that a particular file was 
improperly designated or a document improperly placed solely 
in designated files. The judicial review provision provides 
for such review only if the complaint is supported by an 
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affidavit, based on personal knowledge or otherwise admis- 
sible evidence, which makes a pr ima f ac ie showing, that (i) a 
specific file containing the records requested was improperly 
designated, or (ii) the records requested were improperly 
placed solely in designated files. The reason for requiring 
that a complaint be accompanied by an affidavit based on 
"personal knowledge or otherwise admissible evidence, which 
makes a pr ima facie showing" is. to insure that the courts 

conduct. review only when such prima facie evidence exists 



that CIA files or documents have been improperly exempted from 
search and review. Should a complaintant present such evidence, 
the court would have jurisdiction to determine whe-ther the 
Agency has improperly designated a file or improperly placed 
records solely in a designated file. 

In conducting such review in an action in which the com- 
plaintant has made a pr ima facie showing, the Court shall order . 
the Agency to submit a sworn response. Such response shall 
consist of an affidavit setting forth the justification for 
designating the file containing the records requested or for 
filing such records solely in designated files and shall have' 
attached to it the explanation required in subparagraph (d) (1) 

(B) of this section which serve as the basis for the designation 
or the procedures required in subparagraph (d)(1)(c) of this 
section which govern the inclusion of documents in the designated 
files. The Committee believes that review of these materials 
as well as the submissions of the plaintiff will in almost all 
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cases be sufficient to enable the court to determine whether 
the Agency has improperly designated a file or improperly 
placed records solely in designated files. However, the court, 
after reviewing the Agency's affidavit, may require additional 
affidavits. The bill does not deprive the court of its 
authority to order the Agency to attach to its additional 
affidavits, as part of its sworn response, the requested Agency 
records in extraordinary circumstances where essential to deter- 
mine whether such records were improperly placed solely in 
designated files. Because the Committee anticipates that the 
Agency submissions may contain classified information, the 
Committee expects the court to permit such submissions to be 
made on an camera ., ex parte basis, when necessary to protect 
classified information, the Committee does not anticipate the 
court's review to include examining the file in question or 
conducting any other form of discovery. 

Should the court find, after examining the Agency's affi- 
fidavits and regulations, that there is no rational basis to 
conclude that the regulations implementing subsection 701(a) of 
this Act conform to the statutory criteria set forth in that 
subsection for designating files, or that the Agency has 
improperly designated a file or improperly placed records 
solely in designated files, the court shall order the Agency 
to search the particular designated file for the records which 
are the subject of the FOIA request and to review such records 
under the provisions of the FOIA. It is the intent of this 
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Commi ctee chat this be the sole remedy for either non- 
conformance of the regulations with the statute, for improper 
placement of records solely in designated files, or improper 
designation of a file. If the court finds that the Agency 
has improperly designated a file or improperly placed records 
solely in designated files, the court shall order Che Agency to 
search the particular designated file for the records which are 
Che subject of the FOIA request. 


SUBSECTION 701, (e)(2) 

Subsection 701(e)(2) provides that judicial review of CIA 
application of its regulations pursuant to subsection 701(d)(2) 
"shall be limited to determining whether the Agency considered 
the criteria set forth in such regulations." A court could 
thus ascertain whether proper procedures had been followed, 
but would not be allowed to second-guess the CIA's substantive 
judgment regarding whether a particular file or portion thereof 
met the de-designation criteria outlined above. 

The Administration supports S. 1324, as reported by the 
Senate Select Committee on Intelligence with amdendments. 

This position was reported to the Chairman in -the following 
letter signed by Director of Central Intelligence, William 
J. Casey: 
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TABLE OF CONTENTS 

Section 3(b) of S. 1324 sets forth an amendment to the 
table of contents at the beginning of the National Security Act 
of 1947 so as to reflect new section 701 of the new title 
VII. 
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EFFECTIVE DATE 


Section A of Che "Intelligence Information Act of 1983" 
sets forth Che effective date of the proposed amendment to Che 
National Security Act so that it will apply retroactively to all 
requests for records that are, on the effective date of the 
amendment, pending before the Central Intelligence Agency. This 
would include those requests on administrative appeal and any 
pending initial requests that had not been finally processed. 

The agency could, however, as a matter of administrative discre- 
tion, decide to complete the processing of any such requests 

which had been substantially completed. The amendment would 

’ ■» 

also apply to any case or proceeding, including appeals, pending 
before any court of the United States on the effective date of 
the amendment. This would result in the dismissal by the courts 
of all such legal proceedings, or portions thereof, for want of 
jurisdiction, where the documents in question are located in 
designated operational files and not subject to search and review 
under the terms of section 701. Without retroact ive applicabil- 
ity, it would take years for the relief envisioned by the 
amendment. 
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CHANGES IN EXISTING LAW MADE BY THE BILL 


in coDipiiance wiLh subsecLion (4) oi' rule XXiX of Lhe 
Standing Rules of t’he Senate, changes in the existing law 
made by the bill, as reported, are shown as follows (new 
matter is printed in italic, and existing law in which no 
change is proposed is sh-own in roman) : 

(61 Stat. 497) Chapter 343 

AN ACT To promote the national security by providing for a 

Secretary of Defense; for a National Military Establish- 
ment; for a Department of the Army, a Department of the 
Navy, and a Deijartment of Che Air Force; and for the 
coordination of the activities of the National Military 
Establishment with other departments and agencies of the 
Covernment concerned with the national security. 

Be it enacted by the Senate and House of Representatives 

of the United States of America in Congress assembled , 

SHORT TITLE 

That this Act may be cited as the "National Security Act 
of 1947." 


TABLE OF CONTENTS 

* * * ☆ Vf * 

TITLE VI I --RELEASE OF REQUESTED INFORMATION TO THE 

PUBLIC BY THE CENTRAL INTELLIGENCE AGENCY 

Sec. 701. Designation of files by the Director of Central 
Intelligence as exempt frcxn search, review, 
publication, or disclosure. 

Vr Vf :fc * * :)!r V*' 
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TITLE VI I -RELEASE OF REQUESTED INFORMATION TO THE 

F 1 1 1^ L] c h Y_ T 1 1 r:_ r, e ntr al intelligence y 

PesiRnalion of Files by the Director of Centra], 

Intel! ip, ence as Exempt frony Search, Review, 
Publication, or Disclosure 

Sec. 701. (a) In furtherance of the 
responsibility of the Director of Central Intelli- 
p.,cnce to protect intellipence sources nnd methods 
from unauthorized disclosure as set forth in section 
J 02(d) (3) of this Act (50 U.S.C. A()3(d)(3)) nncl 
section 6 of the Central Intelligence Apency Act of 
19A9 (59 U.S.C. .4U3p,) , operational files located in 
the Directorate of Operations, Directorate for Science 
and Technology, and Office of Security of the Central 
Intelligence Apency shall be exempted from the pro- 
visions of the Freedom of Information Act which 
require publication or disclosure, or search or 
review in connection therewith, if such files have 
been specifically designated by the Director of 
Central Intelligence to be-- 
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(1) files of the Directorate of Operations 

which (i o c um e _ f o r e_i £ n 1 nt e 1 1 i p,e nee or counter- 
i ntc'l 1 i£ence_ operaL ions or i nt:e 1 J ip^ e nce or 
seen r i 1 j • o n_ arranp , e nients or information 

exchanges with foreign governments or their 
intelligence or security services; or 

(2) files of the Directorate for Science 
.irul Torhnolof’.y which docuiiionl I ho ino.ins l)y 
which foreign intelligence or counterintelligence 
is collected through scientific and technical 
systems ; 

(3) files of the Office of Security 
which document investigations conducted to 
determine the suitability of potential foreign 
intelligence or counterintelligence sources: 

Vfiovldtd, That nondes ignated files which may 

contain information derived or disseminated from desig- 
nated operational files shall be subject to search and 
review. The inclusion of information from operational 
files in nondes ignated files shall not affect the 
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designation of the originating, operational files 
as, exempt From search, review, publication, or 
disclosure: P/iovide.d, KuA-thg.A. That the designation 
of any operational Files shall not prevent the search 
and review of such files for information concerning 
any special activity the existence of which is not 
exempt from disclosure under the provisions of the 
Freedom of Information Act or for information reviewed 


and relied 

upon in an 

investigation by the intelligence 

commi t tees 

of the Congress, the 

Intell igence 

Overs i gh t 

Board, the 

Office of 

General Counsel of the 

Central 

Intell ip,ence Agency, 

the Office 

of Inspector 

General 


of the Central Intelligence Agency, or the Office of the 
Director of Central Intelligence For any impropriety, or 
violation of law, Executive order, or Presidential ; 

directive in the conduct of an intelligence activity. 

(b) The provisions of this section shall not be 
superseded except by a provision of law which is 
enacted after the date of enactment of this section 
and which specifically cites and repeals or modifies 
its provisions. 


Approved For Release 2008/12/08 : CIA-RDP89B00236R000200120001-8 









Approved For Release 2008/12/08 : CIA-RDP89B00236R000200120001-8 


-84 


\ 


(c) 

Notwithstanding subsection (a) of this section 

proper r 

equests by United States cjtizens, or by aliens 

lawf uly 

admitted for permanent residence in the United 

States , 


pursuant 

to the Privacy Act of 1974 (5 U.S.C. 552a) or 

the Freedom of Information Act (5 U.S.C. 552), shall be 

processed in accordance with those Acts. 

(d) 

The Director of Central Intelligence shall 

promulgate regulations to implement this section as 

foil ows : 


(1) 

Such regulations shall require the appropri- 


ate Deputy Directors or Office Head to; 

(A) specifically identify categories of files under 
their control which they recommend Cor designation; 

(B) explain the basis for their recommendations; and 

(C) set forth procedures consistent with the statutory 
criteria in subsection (a) which would govern the 
inclusion of documents in designated files. Recom- 
mended designations, portions of which may be class- 
fied, shall become effective upon wr i t ten~ approval 

of the Director ol Central Intelligence. 


Approved For Release 2008/12/08 : CIA-RDP89B00236R000200120001-8 








Approved For Release 2008/12/08 : CIA-RDP89B00236R000200120001-8 



-85- 


(2) Such regulations shall further provide 
procedures and criteria for the review of each 
des ion not less than once every ten years 

to determine w hether such desiROcition may be 
removed from any category of files or any portion 

I 

thereof. Such criteria shall include considera- 
tion of the historical value or other public 
interest in the subject matter of the particula r 
category of files or portion thereof and the 
potential for declassifying a significant part 
of the information contained therein. 

(e)(1) On the complaint under section 
552(a)(4)(B) of title 5 that the Agency has 
improperly withheld records because of improper 
designation of files or improper placement of 
records solely in designated files, the court's 
review shall be limited to a determination 
whether thee Agency regulations implementing 
subsection (a) conform to the statutory criteria 
set forth in that subsection for designating files 
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unless the complaint is supported by an 
n r r I <■! n V i ( , bn s ed on personal knowl edge o r 
otherwise n dm i ssnhl.e evidence, which makes 
^ pr 1 mri fnc i o sh ow i np. , thnt (A) .n specific 
file containing; the records requested was 
improperly designated; or (B) the records 
requested were improperly placed solely in 
designated files. IF the courts Find n 
nn'mn fneie showing has been made under this 
subsection, it shall order the Apency to File 
a sworn response, which may be filed liL^Lflmera 
and ex narte, and the court shall make its 
determination based upon these submissions 
and submissions by the plaintiff. If the 
court finds under this subsection that the 
Agency's regulations implementing subsection 
(a) of this section do not conform to the 
statutory criteria set forth in that sub- 
section for designating files, or finds that 
the Apency has improperly designated a file 
or improperly placed records solely in 
designated files, the Court shall order the 
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